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National  Security  and 
International  Affairs  Division 


B-285661 
July  19,  2000 

The  Honorable  Benjamin  A.  Gilman 
Chairman,  Committee  on  International  Relations 
House  of  Representatives 

The  Honorable  Floyd  D.  Spence 
Chairman,  Committee  on  Armed  Services 
House  of  Representatives 

Subject:  Defense  Trade:  Status  of  the  Department  of  Defense’s  Initiatives  on  Defense 
Cooperation 

Representatives  of  the  U.S.  defense  industry  and  foreign  customers  have  expressed 
concerns  with  the  policies  and  procedures  that  relate  to  the  transfer  or  sale  of 
defense  articles  and  services  and  govern  the  programs  that  comprise  U.S.  security 
cooperation.  Their  concerns  are  that  the  policies  and  procedures  involved  are 
cumbersome  and  time-consuming  and  inhibit  businesses  from  competing  in  the 
international  marketplace.  In  response  to  these  concerns,  the  Department  of  Defense 
began  reexamining  its  policies  and  procedures.  These  policies  and  procedures  affect 
(1)  the  release  of  classified  information  to  a  foreign  government  or  individual,  (2) 
arms  transfers,  which  include  government-to-government  transfers  as  well  as  U.S. 
industry  transfers  to  foreign  governments  or  foreign  companies  under  contract  to  a 
foreign  government,  (3)  U.S.  procurement  of  defense  articles  and  services  from 
foreign  companies,  and  (4)  the  controls  governing  foreign  ownership  of  U.S.  defense 
companies. 

In  1998,  the  Department  commissioned  three  studies  to  consider  the  benefits  and 
risks  that  an  increasingly  global  defense  industrial  base  would  have  on  national 
security.  Enclosure  I  summarizes  these  studies  along  with  related  white  papers  and 
an  interagency  report  on  the  export  licensing  process. 

Concerned  about  the  national  security  implications  of  a  globally  integrated  defense 
industry,  you  asked  us  to  examine  the  Department  of  Defense’s  initiatives  to  change 
export  and  procurement  policies  and  procedures.  As  agreed  with  your  offices,  this 
report  provides  information  on  the  Department’s  recent  initiatives.  Specifically,  we 
identify  each  initiative  and  describe  its  objective  and/or  source,  participants,  and 
status.  We  are  providing  this  information  in  enclosure  II. 
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SUMMARY  OF  THE  INITIATIVES 

In  1999,  the  Department  of  Defense  compiled  a  list  of  81  initiatives  designed  to 
facilitate  cross-border  industrial  relationships  and  address  possible  security  risks.  At 
the  time  of  this  report,  43  of  the  initiatives  are  ongoing,  21  are  completed,  17  have 
been  terminated,  placed  on  hold,  duplicated  other  initiatives,  or  the  status  was 
uncertain.  Forty-seven  of  the  initiatives  addressed  disclosure  of  classified 
information,  export  controls,  industrial  base,  and  industrial  security  procedures  and 
policies.  The  remaining  34  initiatives  focused  on  efforts  to  reinvent  the  Foreign 
Military  Sales  Program.1  Some  of  the  initiatives  were  developed  to  improve  the 
timeliness  and  effectiveness  of  internal  business  practices  while  others  sought  to 
change  export  and  procurement  policies.  Senior  officials  within  the  Office  of  the 
Secretary  of  Defense  were  responsible  for  developing  the  initiatives  and  invited  high- 
level  officials  from  the  military  departments  and  the  Departments  of  State  and 
Commerce  to  participate  in  their  discussions. 

AGENCY  COMMENTS 


We  provided  the  Department  of  Defense  with  a  copy  of  our  matrix  showing  the 
results  of  our  analysis  and  the  Department  provided  technical  comments  and  updated 
the  status  of  some  of  its  initiatives  (see  end.  III).  We  have  incorporated  those 
changes  where  appropriate. 

SCOPE  AND  METHODOLOGY 

To  identify  and  track  the  status  of  the  Department  of  Defense’s  initiatives,  we 
developed  a  matrix  based  on  information  we  gathered  from  10  offices  within  the 
Office  of  the  Secretary  of  Defense,  4  defense  agencies,  the  Joint  Chiefs  of  Staff,  the 
military  services,  the  Office  of  Management  and  Budget,  and  the  Departments  of 
Commerce  and  State.  We  examined  policy  memos,  official  correspondence,  draft 
legislation  and  regulations,  agreements,  briefing  slides,  and  studies  associated  with 
the  initiatives.  We  discussed  the  initiatives  with  officials  identified  as  responsible  for 
developing  each  initiative  as  well  as  officials  in  the  implementing  offices. 

We  performed  our  review  from  January  through  June  2000  in  accordance  with 
generally  accepted  government  auditing  standards. 

As  agreed  with  your  offices,  unless  you  publicly  announce  the  contents  of  this  report 
earlier,  we  plan  no  further  distribution  of  this  report  until  30  days  after  its  issue  date. 
At  that  time,  we  will  send  copies  to  Representative  Sam  Gejdenson  in  his  capacity  as 
Ranking  Minority  Member  of  the  House  International  Relations  Committee  and  to 
Representative  Ike  Skelton  in  his  capacity  as  Ranking  Minority  Member  of  the  House 
Armed  Services  Committee.  We  are  also  sending  copies  to  the  Honorable  William  S. 


1  The  Foreign  Military  Sales  Program  facilitates  the  purchase  of  defense  articles  and  services  from  the 
U.S.  government  by  eligible  foreign  governments  and  international  organizations. 
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Cohen,  Secretary  of  Defense,  and  the  Honorable  Jacob  J.  Lew,  Director,  Office  of 
Management  and  Budget. 


Please  contact  me  on  (202)  512-4841  if  you  or  your  staff  have  questions  concerning 
this  report.  Another  contact  and  key  contributors  to  this  assignment  are  listed  in 
enclosure  IV. 


Katherine  V.  Schinasi 

Associate  Director,  Defense  Acquisitions  Issues 
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Enclosure  I 

DEFENSE  REPORTS AA/HITE  PAPERS  RELATED  TO 
SECURITY  AND  DEFENSE  COOPERATION 


The  Three  Studies  Commissioned  in  1998 

Final  Report  of  the  Defense  Science  Board  Task  Force  on  Globalization  and  Security. 
Office  of  the  Under  Secretary  of  Defense  for  Acquisition  and  Technology. 

Washington,  D.C.:  December  1999.  This  report  represents  the  conclusions  and 
recommendations  of  the  Defense  Science  Board  Task  Force  on  Globalization  and 
Security,  which  was  chartered  by  the  Under  Secretary  of  Defense  for  Acquisition  and 
Technology.  The  task  force  was  to  study  the  impact  of  globalization  on  the 
Department  of  Defense  (DOD)  and  advise  it  on  policies,  procedures  and/or 
technologies  to  maximize  the  benefits  of  trends  associated  with  globalization  while 
mitigating  risk.  The  task  force  was  composed  of  a  number  of  current  and  former 
government  officials,  as  well  as  industry  officials  and  members  of  academia.  It 
received  briefings  from  various  government,  industry,  military,  and  academic  experts. 

Premises  for  Policy:  Maintaining  Military  Superiority  in  the  21st  Century.  Final  Report 
of  the  Secretary  of  Defense’s  Strategic  Studies  Group  IV.  Washington,  D.C.:  1999. 

This  report  represents  the  judgments  of  the  seven  military  officers  who  comprised 
the  fourth  strategic  studies  group.  The  group  was  tasked  by  the  Deputy  Secretary  of 
Defense  to  consider  the  question  of  “How  can  the  United  States  sustain  a  position  of 
technological  and  ultimately  military  advantage  over  potential  competitors  in  a  global 
trade  environment?”  The  study  group  conducted  a  series  of  discussions  with  senior 
administration  policymakers,  former  DOD  officials,  senior  representatives  of  the 
defense  industry  and  other  U.S.-based  multinational  and  global  business  enterprises, 
and  several  Unified  Commanders-in-Chief. 

Presentation  of  the  Panel  on  Commercialization  in  the  U.S.  Defense  Establishment. 
Panel  on  Commercialization.  Washington,  D.C.:  June  1999.  The  panel  was  originally 
chartered  by  the  Secretary  of  Defense  to  examine  the  security  issues  and  potential 
security  risks  resulting  from  globalization  and  its  related  trends  affecting  business 
and  industry,  including  the  increased  number  of  U.S.-owned  defense  contractors  with 
overseas  facilities  and  the  increased  foreign  ownership  of  U.S.-based  suppliers.  The 
panel  decided  to  focus  its  presentation  on  the  issues  surrounding  commercialization, 
from  a  national  perspective,  and  only  address  globalization  if  one  of  the  areas  to  be 
studied  involved  an  international  component.  Its  members  included  corporate 
executives  from  the  private  sector,  experienced  national  security  professionals,  and 
former  Members  of  Congress. 

White  Papers 

Arms  Transfer/Technolopv  Transfer  White  Paper.  Washington,  D.C.:  September  27, 
1999.  This  white  paper  is  the  product  of  several  DOD  and  industry  organizations;  it 
attempts  to  address  some  of  the  problems  identified  by  representatives  of  the  U.S. 
defense  industry  and  foreign  customers  regarding  the  U.S.  processes  for  regulating 
arms  transfers,  technology  transfer,  and  disclosures  of  classified  information. 
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Pricing.  Finance  and  U.S.  Government  Cost  Recovery  White  Paper.  Washington,  D.C.: 
January  26, 1999.  This  white  paper  is  the  product  a  joint  DOD  and  industry  effort;  it 
attempts  to  address  concerns  raised  by  the  U.S.  defense  industry  and  foreign 
customers  regarding  the  U.S.  security  cooperation  processes  for  pricing,  financing, 
and  cost  recovery. 

Process  Transparency  White  Paper.  Washington,  D.C.:  January  26, 1999.  This  white 
paper  is  the  product  of  a  joint  DOD  and  industry  effort;  it  identifies  target  areas 
where  increased  transparency  in  the  security  cooperation  process  might  be  achieved. 
These  areas  include  improving  U.S.  government  and  industry  cooperation, 
development  of  Letters  of  Offer  and  Acceptance,  and  DOD’s  contracting  process. 


Inspectors  General  Report 

Interagency  Review  of  the  Export  Licensing  Processes  for  Dual-use  Commodities  and 
Munitions.  Offices  of  the  Inspectors  General  of  the  Department  of  Commerce,  the 
Department  of  Defense,  the  Department  of  Energy,  the  Department  of  State,  the 
Department  of  Treasury,  and  the  Central  Intelligence  Agency,  Report  No.  99-187, 

June  18, 1999.  This  report  was  requested  in  1998  by  the  Chairman  of  the  Senate 
Committee  on  Governmental  Affairs.  The  Inspectors  General  were  requested  to 
review  the  export  licensing  processes  for  munitions  and  dual-use  commodities.  Their 
report  provides  information  related  to  legislative  authorities;  the  licensing  process; 
the  cumulative  effect  of  exports;  the  information  systems  used  in  the  licensing 
process;  guidance,  training,  and  undue  pressure;  and  monitoring  compliance  with 
export  license  conditions  and  end-use  checks. 
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SUMMARY  OF  THE  DEPARTMENT  OF  DEFENSE’S 
DEFENSE  COOPERATION  INITIATIVES 
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ENCLOSURE  II 
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Enclosure  III 


Comments  From  the  Department  of  Defense 


ACQUISITION  AND 
TECHNOLOGY 


OFFICE  OF  THE  UNDER  SECRETARY  OF  DEFENSE 

3000  DEFENSE  PENTAGON 
WASHINGTON  DG  20301-3000 


Ms.  Katherine  V.  Schinasi  jy[_  ]  2  2000 

Associate  Director 

Defense  Acquisitions  Issues 

National  Security  and  International  Affairs  Division 

U.S.  General  Accounting  Office 

Washington,  DC  20548  . 

Dear  Ms.  Schinasi; 


Attached  are  the  Department  of  Defense  (DoD)  technical  comments  to  the  GAO  draft 
report,  DEFENSE  TRADE;  Status  of  DoDrs  Initiatives  on  Defense  Cooperation,'  dated 
.  June  27,  2000  (GAO  Code  707469/OSD  Case  2045)! 


Sincerely, 


Deputy  Under  Secretary  of  Defense 
(Industrial  Affairs) 
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ENCLOSURE  IV 


GAO  CONTACTS  AND  STAFF  ACKNOWLEDGMENTS 

GAO  Contact 

Thomas  J.  Denomme,  202-512-4287 
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